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Abstract: The development of quantum computing technology poses potential threats to the security of existing crypto-
graphic algorithms, making it urgent to develop efficient quantum circuit implementation schemes to support security as-
sessments. To design low-T-depth and efficient quantum circuits for the SM3 and RIPEMD-160 Hash functions, the fol-
lowing methods were employed. For SM3, the overall circuit was optimized by applying low-T-depth quantum adders
and reorganizing the quantum components. For RIPEMD-160, a low-T-depth quantum implementation of its Boolean
functions was designed, the hierarchical parallel arrangement of its compression function was optimized, and its quantum
circuit was constructed for the first time. The results show that the proposed SM3 quantum circuit significantly outper-
forms existing schemes in terms of T-depth and T-DW-cost, with a T-depth of 4 528. The first-time implemented
RIPEMD-160 quantum circuit achieves a T-depth of 4 454. These provide efficient circuit implementation schemes for
the security assessment of SM3 and RIPEMD-160 in quantum environments.
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BT PR E LRS00 TIRFEE R A itk B
b, RIBESINSCHR28] R & 75 (QAND,
quantum AND) [J3R & X Toffoli '] S L& T I ik .
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SCiR[23] 25344 970 1187072 1370 432 420 160 2.45%107
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3) SS2 <« SS1(4 « 12);

4) TT1 < FF(AB,C)+D+SS2+ W,

5) TT2 < GG,EF,G)+H+SS1+W,;
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Horprols[ j|RARIERLE R s () 0. N5 RR A
22 nikia & X[r(j)]ﬁﬂéiﬁﬁ)\a’a 16 M N 3
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£,(B,C,D)=(BV —~C)BD,32 <j <47
fi(B,C.D)=(BAD)V(CA\—D)48 <j<63
f(B,C,D)=BH(CV —D),64 <j <79
A 53 S AR R S 77 53 SCAEAT JR SR R FH I
Py HEF A HEHRERUGT . R EEUE. TEEE
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